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Ticket Breakdown & Help Desk Calls CIO Monthly Report
for September 2025

Top Ticket Statistics
Tickets by Source Top 5 By Queue
Priority Tickets o R bt
P1 0 N/A N/A o “____ - - = = s i o
P2 0 N/A N/A & @* R
P3 0 N/A N/A Top 5 by Issue Types Top 5 By Sub-issue Typ
P4 0 N/A N/A User Account| 224 .Pmﬁrg 8
P5 0 N/A N/A R s araesdpitirs [ 557
P6 0 N/A N/A Moritaring Alert 2147 ED:M.T:”W 978
P7 912 912 912
P10 48 48 48
Help Desk Calls
P11 6
Total User Tickets - All Priorities 966
Other Tickets
Preventative Maintenance 83
Monitoring Event 7205
Notification 305
Total Tickets Processed 8559
- L}
Help Desk Call Statistics
Mumber of Help Desk Calls Received 1012 |
Average Wait Time to reach a Help Desk Technician 10 seconds : ‘ '
SLA Requirement 60 seconds for 90% of all calls
Calls missed (> 60 seconds) 18
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Secure Endpoint

Secure Endpoint

CIO Monthly Report
for September 2025

8% Dashboard

Overview

Cremma] -] @

Grous:

5 Select Groups

213

5[ 2023-10-01 2138 |uTe:

204 0 192 58 24.4K 12 92
& Evenss
Compromises Threats Vulnerabilities
nl Analysis 58 Compromises total - 0 In Progress - 57 Rescived Rool Cause By Saverily
* Outbreak Control . -
By Evenl e =
B Management Sysiem Process Prolection 7 Low aax
. 4
1
o Administration Resolution File Analysis
o Faded I [r— 2
o N Groups configured with Automatic Analysis: N
Quarantine Failed | H Audit, Procect, T Comroller, Test Greup, File Server, Munis Servers, EPD Drone PCs, RMS Group, RM
Threst Not Quarantined | B Average 2 submissions g2t day linchuding sutamst el sub
neLeom [ ] - Daily Secure Matwre
[r— Ansties Usage
[ ] s Significant Submission Results
(unspecified) 5 =
a5
Computers By Threat Name .
By Host “ i
‘ a
5
s
Version Deployment
Update Status Network Threats
0s None Observed
out of
AV Definition Status 2 0 . 5 M
1P Reputation Seans

* The "quarantine failures” are all transient events/temp files that are generally “gone” when the quarantine routine tries to run against them. All

create tickets and are investigated by the team and verified as non-existent/non-threatening.

** AMP alert increase due to attempted Wave Browser (unsafe) downloads



Security (continued) for ot o

| Reporting / Core Reports I/\I
Hoah
e .CIslclo' ' [ SEP01-SEP30 ¥

Top Threats Schedile

Threat Activity Breakdown

0 Threat Types Total Threat Type Activity

0 Total = 0%

o Adewed @B Stecked

U

Good News

No new threats detected in your environment for the selected time range.

091 09T 0913 09/19 09725

What is Adware?

Adware, or advertising-supported software, is any software package that automatically renders advertisements in order to generate revenue for the
author. The advertisements may be in the user interface of the software or presented in the web browser. Adware may cause tabs to open
automatically that display advertising, make changes to the home page settings in your web browser, offer ad-supported links from search engines,
or initiate redirects to advertising websites.

What is Information Stealer?

An information stealer is a trojan that can harvest keystrokes, screenshots, network activity, and other information from systems where it is installed.
It may also covertly monitor user behavior and harvest personally identifiable information (PII) including names and passwords, chat programs,
websites visited, and financial activity. It may also be capable of covertly collecting screenshots, video recordings, or have the ability to activate any
connected camera or microphone. Collected information may be stored locally and later retrieved or may be transmitted to a command and control
server.

What is Trojan?
A Trojan is malware which is used to compromise a system by misleading users of its true intent. Trojans typically create a backdoor, exfiltrate
personal information, and can deliver additional malicious payloads.
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Microsoft Patch Management

B Fuily Patched: 2030
Approved Pending: 137
B install Error: 32
[l Reboot Required: 94
[l No Data: 281
No Pdlicy: 30

Source: RMM

Explanation of above

* Install error — Help Desk triages and eliminates

* Reboot required — Help Desk ensures these complete successfully
* No data — automations in place to eliminate/remediate

* No Policy — Devices which have been excluded by request



Asset Aging & OS Support - City

Hardware Lifecycle Report

SUMMARY

Hardware Replacement Recommendations

Period

Replacement recommended within 12 months
Replacement recommended within 12-24 months
Suitable for 24 months+

Unknown

Total Devices

Operating System Support

Operating System Support*

Operating system is supported

[l suitable for 24 months+: 435
¥ Replacement recommended within 12-24 months: 44
B Replacement recommended within 12 months: 523

Il Unknown: 5

Age
4 years+
3-4 years

< 3 years

B Operating system is supported: 1007
. Operating system may be unsupported: 0
. Operating system is unsupported: 0

Operating system is unsupporied unless manufacturer extended support has been amanged

Operating system is unsupporied

Total Devices

Quantity
523

Quantity
1007

1007

CIO Monthly Report
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Asset Aging & OS Support - County

Hardware Lifecycle Report

Hardeflre Replacement Recommendations

Period

Replacement recommended within 12 months
Replacement recommended within 12-24 months
Suitable for 24 months+

Unknown

Total Devices

Operating System Support

Operating System Support*

Operating system is supported

[l Suitable for 24 months+: 966
| Replacement recommended within 12-24 months: 19
[l Replacement recommended within 12 months: 359

B Unknown: 14

Age
4 years+
3-4 years

< 3 years

. Operating system is supported: 1291
| Operating system may be unsupported: 49
[l Cperating system is unsupported: 18

Operating system is unsupporied unless manufacturer extended support has been aranged

Operating system is unsupporied

Total Devices

Quantity
359

19

066

14

1358

Quantity
1291

49

18

1358
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Asset Aging & OS Support Co-Managed

Hardware Lifecycle Report

SUMMARY

CIO Monthly Report
for September 2025

Hardware Replacement Recommendations

Period

Replacement recommended within 12 months
Replacement recommended within 12-24 months
Suitable for 24 months+

Unknown

Total Devices

Operating System Support

Operating System Support*

Operating system is supported

B Suitable for 24 months+: 47
B Replacement recommended within 12-24 months: 4

B Replacement recommended within 12 months: 200

B Unknown: 5

Age
4 years+
3-4 years

< 3 years

B Operating system is supported: 249
] Operating system may be unsupported: 7

B Operating system is unsupported: 0

Operating system is unsupported unless manufacturer extended support has been arranged

Operating system is unsupported

Total Devices

Quantity
200

4

47

Quantity
249



COEVC-Pure-DR

civicnet.com

FA-C50R4 Purity//FA 6.611

Enterprise Storage

1277/ 2582 T Data Reduction

Latency (ms)

Ow 019 wmw

IOPS Bandwidth
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C ﬂEvc- P u rE-PRDD Array 1= Total Reduction Over Prov. Used Blades Space Usage % Growth
civicnet.com o — 1 - . L L T T e e— s
FA‘CEGR“ PU riw'HFA 6'5'1 1 [} COEVC-Pure-DR 25818 22101 263% ﬁ-- D
g g D COEVC-Pure-PROD 25818 22t01 258% ﬁ-- a
49 2.2to1 49 2.2to1
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305

Enterprise Backup

Rubrik - Used (TB)
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Internet Statistics

Ast (1G/1G) Internet
DR-Internet-Outside-SW01-3560C%-12

Spe(1G/1G) Internet
Civic-Outside-SW01-ISP1-9300L-24

100 1

B0 1

100

801

60 1

40 1

201

520Z/62/6
520zZ/82/6

30 m Avverage - 1D 20947

Szozfef6 =
SZ0Z/eE/6 M
Scozise/e m
Sz0z/vefe &
S2oz/Ee/6
Scozizefe
scoziTefe
Scoziogfe
520z/61/6
Scogfiet/e
SZ0T/LT/6
scoziet/e
520z/51/6
SC0EivT/e
SZ0Z/ET/6
scoziTt/e
520z/T1/6
520z/01/6
S20z/66
scoziels
Scogiefs
520z/9/6
S20z/5/6
SZ0T/ b6
Scogfels
Scoz/efe
S20giT/6

ID 25120 PRTG Mebwork Monitor 25.2.108.1358

SZ02/62/6
5zoz/ez/6

i fwerane -

SZ0Z/Lef6 7
5202/92/6 &
5z0z/52/6 m
5202/+2/6 &
szoz/ezs
scozizale
520z/12/6
5z0z/0z/6
520z/6T/6
5z0z/81/s
szog/etie
520z/91/s
5z0z/51/6
520z/F1/6
S20z/ET/6
5z0z/zT/6
520z/11/6
5z0z/0T/6
Sz0T/e/s
Szoz/afe
Szozieis
5202/9/6
5z0z/5f6
SZ0T/ w6
Szoz/efs
5z0z/z/6
520Z/T/6

PRTG Mebwork Momitor 25.2.108.1358

B Traffic Out
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B Traffic In
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Web Sites — Granicus Overview

&) August 1, 2025 - August 31, 2025 ~ Analytics Dashboard & Export

© Help ~

OVERVIEW

36,907 f 3,591 2370 1 BN

@ Total Visits @ & Total Unique Visitors @ 90% 10%
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. . CIO Monthly Report
Enterprlse PrOJECtS for September 2025

Active
 Sheriff Projects
e Sheriff - 0365
* Windows 11 Rollout
« Courts Onboarding
* Port Security

On Hold
* MeskerPark Zoo
Network Expansion to accommodate cameras in the Tiger area — Waiting on Zoo for cabling
Complete
* Network Refresh

Planned
* Jail Expansion/Coroner Buildings 2026
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